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1 INTRODUCTION

PC Pandora is a software based surveillance and monitoring application developed for Microsoft Windows. It will record and capture computer activity such as Keystrokes,
Instant Messenger, Emails, Search Queries entered into popular search engines, File Tracking to monitor file creation and deletion, Webcam snapshots to see exactly who is
using your computer, download Activity from P2P applications, User Activity which records computer login information, Websites Visited, Programs used and for how long, as
well as capture Snapshots (Screenshots) of the computer screen so you can see exactly what is being done on the computer. You may also Block Websites, programs, and
chat protocols as well as send E-mail Reports of the recorded data to a specified e-mail address so that you don’t have be on the PC that PC Pandora is installed on to view
recorded data. PC Pandora is simple and intuitive and recorded data is provided in a familiar Explorer style view.

View:

Once PC Pandora is installed on a computer in order for you to view the data recorded in PC Pandora you need to enter your secret key code combination and password.
Secret key code combination and password are provided during the Installation process and can be changed once PC Pandora is installed.

1.1 Features

The following below are different features that PC Pandora provides:
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* Records Snapshots of your desktop.
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* Records Programs used.
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» Records Websites visited.

file:///H|/PCPandora_5x_HelpSystem.htm (3 of 71)6/6/2008 7:58:31 AM




PC Pandora User Manual

B PC Pandesa Viewer

Bnmhull Programs “ KM-‘IT.*I-! 'Ghlh Ll“lm E-mad | F"2‘P Wlbtl'ﬂ' Fibg rtiang 'BI-H*MI‘II‘I

Al wadaiie

ﬂ*’mm%fﬂ ) A bo Blach (=i

& Jaresary 'S, 0N (Raoursae b

fom [ st Tithe e

<21 B toE W HED <30 ibeow total>
FOBOIS0EIT)  JebnDos  hos ip senu M- Googe Ssarth [ hibpe (e gt cormhub e himaniuet ov-Hic e B
OORD O 27 IoPnDom  hoss B dossnkoad s - Google Sad.., 0 s e QOCA £ 18 O ekl v+ S

Wlﬂ'ﬂl-ﬁm Jofn Do Googhe AL hetp (e gonagr. com)
I [ hetp: fin MMM u,-rm'mm;m:mun—
v PG00, _ctl OOGTT ma B BLTS  hetpfveten abdntcomBRTjy pesp il doul
Al 11T g e Hholfwl G TS B e T AP = | (0
ol _orecaen TR0 D005 T hatp e s pomgy | T e net e TN
Fetpe (1 vacd e oAl G A B e =TT AR - T

Az

W R T e e AT T G TR B e e = TR B = 1 G

oy Wnﬂd-d HMWI A T S M Fre = ENT SR AP |
Heile e

ml'm-ﬂl--ﬁ.l-fl R Enbetasnasnd, - ol (e a ok ¢H-HF _Ppti=TrE
ST DR O TR el s L2 N‘Dﬁ'\-ﬂ-wimﬂl"l AT b
i *
oy

* Records Keystrokes.
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* Records Instant Messenger conversations used by different Instant Messengers applications.
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B PC Pandesa Yiewer
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* Records User Activity which includes login names and passwords of PC user accounts.
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* Records Send and Receive Emails.
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* Records download activity from P2P applications.
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* Records Webcam snapshots to see exactly who is using your computer.
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* Records File Tracking to monitor files that are created, modified, or deleted.
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* Records Search Queries placed in popular search engines.
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» Sends an E-mail Reports of data recorded to a specified e-mail address.
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* Blocks Websites.
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* Blocks Programs.
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Program Access Control

[] Bock access to selecked programs:
Program Path Arcess aktempts
:}m&mn C:\Program Fles|Messengermemsgs oo a
(L Lirne'tre <\ Program Files|LimeWiralLime'wire, e i}
el Yahoo! Messenger  C:\Program Files|Yshoo!|Messenger|YahoohMessen... 1
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Error X
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L4
Ceset

Wehen someons tres bo bad bdoded program:

(Chetock sccess siantly
(=) Moty user about blocking using Folovwing messege:

1 todd you not bo use thisl Youre BUSTED!

* Blocks Chats.
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[] Blockal
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= OJaI::I:uer & Google Talk

P oK J[ Cancel ]

« Settings - includes different options like which users you wish to record, what type of data you want recorded, when you want it to record, to how

much data you want recorded.
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Options fz

Gaeneral |Recu:uru:|ing | Data Files | Users || Scheduler |

[ I misable recorder [ Zhange password. .. ]

[15how tray icon when recording

Inackivity ke | 3 % | minukes
S '

Hatkey |z | [+ windows Key
| M-

+ Chrl + Al + Shift

[ (] 4 ] [ Zancel

2 GETTING STARTED!

2.1 Installation

Installing PC Pandora is accomplished by running the installation utility (http://www.pcpandora.com), accepting the End User License Agreement (EULA), and completing a few
quick settings as detailed below.
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$ PC Pandora Setup

Options
Set main security options { ¥ J
SecLriky Skealth
Password is used ko protect others From (%) Stealth mode
viewing and deleting recorded data, It can be Us=ers will not notice thak
up ko 10 charackers long. Moke: do nok use progran is running or
wour activation key as a password. Use some installed.
secret word which is hard o guess, but make
sure you don't Forget ik, {1 wisible mode

Pragrarn will show Eray

| icon thak saws "four

| ackivity is recorded”, and
also will create shiorbcut ko
viewer in Programs menud,

Create password I

Canfirm passwu:uru:l?

Key combination to bring up viewer

TZ ' [+ windows key Wipe all traces of this program
. From browser and docurnent
+ Chrl + Alt + Shift histary after installation

I = Back. ” Install J [ Cancel

Create a Password:

Setting a password will protect others from viewing and deleting data that is recorded by PC Pandora. PC Pandora will request you to enter this password whenever you enter
your secret key combination, which will then bring up a password popup window (See below for example). Once your password is entered you will have access to view all data
recorded by PC Pandora. If you get a password prompt before completely installing PC Pandora this means that a version of PC Pandora is already installed on your computer.

Enter password El

Enter password bo access viewer

It is recommended to set a password of at least 4 characters.
Create a Key Combination:
The password popup window will only appear when you enter the key combination. You can modify the default key combination to anything you desire (recommended).

It is recommended that there be at least 3 keys in your combination and that they do not utilize ALT + key combinations such as CTRL + C as those are commonly used as
menu shortcuts and may cause other users on the computer to accidentally attempt to open PC Pandora.
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Select a Mode:

You need to select a PC Pandora mode. Below are your options.

» Stealth Mode - This is enabled by default. This causes PC Pandora to install with no visible indication that it is present, running, or recording activity on the computer.

« Visible mode - This causes a system tray icon to be displayed whenever PC Pandora is recording activity on the computer. All users will be able to see this icon and be
informed "your activity is being recorded". You can also enable this icon after installation as described in Settings and Configuration later in this Help file. Installing in Visible
mode also causes PC Pandora to create a visible icon in the Programs menu that provides access to the Viewer. If a user tries to access the Viewer using the Programs icon it
is protected and accessible only if the user enters the correct password.

Reboot:

Once the Setup has been completed PC Pandora will request that you reboot your computer. Select “Reboot now” to allow PC Pandora to complete the installation and
automatically begin recording all activity on your computer.

B PC Setup E X

Completing the Pandora Setup
Wizard

Yiour coenputer must be ratartad inordar o complate the
irestalation of Pandora. Do you wand bo rebook now?

(T wanit bo marusaly reboot later

i

CONGRATULATIONS!
Once your computer is rebooted and successfully restarts, you are now recording all activity on the computer.
Note:

If you do not reboot as requested PC Pandora will not begin recording activity on your computer until such a time that you do choose to reboot.

Installing PC Pandora on your computer does not mean that you are registered. Without registration you are limited in viewing recorded data. To register please see the
registration section.
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2.2 Registration

Registration is required to provide access to the Magnifier that allows you to view snapshots in full-screen mode and to view keystroke logs. You can verify your registration
status by opening PC Pandora, click Help in the tool bar menu and then click on About Pandora Viewer.

To register PC Pandora please do the following:

1. Open PC Pandora
2. Go to Help in tool bar and click Register

Register

Ta recpsher this program and unlock Magrifies, yoiul nesd & reqstration key,
3 yous don't already have one, Follow this url:
it e, g 8, ool oedee

Enber your registration key here

Risgistrabion key kaaks B oooonooona-0a00a00000- K0000aianit,
It i paster to copy and pacte B, than to bype the entire ey,

Lise the mousi bo selack tha registration key and precs CirbC.

Then reburn bo bhis window and press Hhe "Pasta” Button,

Afber enbaring the registration key, press OF bo complete the

| o | [ coma |

3. Enter your registration key in the field provided. Note that it is easiest to copy the key then paste it into the field to avoid typos.
4. Click OK to begin your registration.

5. Aregistration status message will appear.

Registration in progress

Plaases wak whis your registration key 5 validated
over the Intemet

| Cancel registration |

6. Once your registration has been successful the Registration Complete message will appear.

Thank you For registering PC Pandors, Your installation of PC Pandora is now running in registersd
made and the Magnifier is now activated,

Cx ]

7. Click OK button to close this message and return to the PC Pandora Viewer.
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8. You can verify your registration status by going to Help in tool bar and click on About PC Pandora.

About E!

PC Pandora Yiewsr Apphoation
P('h! ) 2005 Pandora Corp, A1 rights resenved,

Apphcstion Werson: 2,35
iods: Registered
Serial Mrnber: S5 T AAB T 7S-ITOWE 337TS6-T4IWESSH4 22

-

You do not have to renew registration at a later date.

If you run into any issues with registration please see our Troubleshooting section.

2.3 Updates

There is no automatic update notification, nor any method to check for updates from within PC Pandora. You must check for updates manually by visiting the PC Pandora
website available at http://www.pcpandora.com.

3 VIEWING RECORDED DATA

PC Pandora interface allows you to control and view recorded activity. You can access all data that has been recorded, start and stop the recorder, and configure how data is
recorded and saved.

To view recorded data you need to enter your secret key combination to bring up the password window.

Once the password window appears, enter your password and you will have access to view all recorded data in PC Pandora. If you have forgotten your key combination or
password please contact us. If your key combination does not bring up the password window see our troubleshooting section.

Below are the different types of data recorded by PC Pandora. If you need help viewing recorded data click on any of the following below:
*Snapshots
*Programs
*Website
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*Keystrokes
¢|nstant Messenger

eUser Activity
*Emails

*P2P

*Webcam

«File Tracking
eSearch Queries
<E-mail Reports

Important! PC Pandora automatically stops recording whenever PC Pandora is opened. Closing PC Pandora will automatically resume the recording, or you can click Action \
Resume Record to force the recording to continue while the PC Pandora is open.

3.1 Snapshots

PC Pandora can capture images of the computer screen so you can see exactly what the user sees on the computer screen. In addition to the currently running program you
will be able to see other running programs in the task bar as well as the system tray.

View:

To view Snapshots, click on the Snapshots tab. The view is broken down into two halves (See below).

M PT Pandera ¥iewer

Fis Bt Vew Acion Took Wrdow Hep

T R | L § 3 oy L] 5 T Y
E e 4% ‘15'.“ RIS ¢ ™ & i

| Smapehoty | Programa | WeSaled | Keystoiad  Chaty | Ui scivily  Eomald | FIP | Webcam | File isiiang | Seeech Quaniey

o~ bWy — [ E Duetads a Thusstmuin

& Jariswy 'S, JO0H (Saurdey

108 0221 JOCECH o8, D290 YN0 1 O 2 T

2

NG| 0% 0 Y 2008

e SR 000108 01 57119 D000 05 (12T - 0 T

E]
!

H "

e 1

L -
A -0 B 0 S -0 O 260 SEOR-CE D8 O 259

The left half of the view categorizes the snapshots by date. The right half of the view provides access to the snapshots based on the date selected in the left half. To change
amount of data recorded for Snapshots please see our Settings section.
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You are able to view Snap Shots in 3 different ways: Details, Thumbnails, and Magnifier View. Below are descriptions of all three.

Detail View

Detail view provides an Explorer-like view of the snapshots. This includes Time, User, and Application columns. See below for example.

i P Pandesn Viewsy

—_ e L = ¥ e
| Smapaols - Progrema | Wetaded | Kevsdoias  Thals Usde sodvly  Eomad | FIP

- Y
Wiehoam | File reiiing | Ded® Quaries

o ity Pt §= oo | g7 Thusbess
| = ey Trea = [rere— -
& Jaressy'S, TOOM {50 S Iy Pl
SO0 0% D TR0 et Cow Lre'dire
I I b B e
MOEO18 SNITAT b e Wk Lapimes

PG TN ET0E  Chrsbopher Grahanm  Wirkkies Explner
DO0S-01-05 021 . Ohrabipher Graham  Lime'éire.

0105 07: 2800  Chenbipher Graham  Lme'Wire
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* How to change to Detail View:

s

1. Click on Snapshots tab Stapshats

2. Click on Details & P€t#
Or you can also change this by going to View in toolbar, select Snapshot Display Mode and click on Details.

Thumbnail View

Thumbnail view is the default view for Snapshots. It provides the ability to quickly view the snapshots recorded and choose images you want to view in closer detail. See
below for example:
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* How to change to Thumbnail View:
-

1. Click on Snapshots tab ‘Stapshats
2. Click on Thumbnails K2 humbnail

Or you can also change this by going to View in toolbar, select Snapshot Display Mode and click on Thumbnails.

Magnifier View

The Magnifier is used to view the snapshots in full-screen mode. This provides the ability to see all of the detail in the snapshot including typed text that is viewable.
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* How to change to Magnifier View:
There are 3 different ways you can magnify your snap shots. See below:

1. Select Snapshot you wish to Magnify
2. Double click on Snapshot (Left click on Mouse)

Or

1. Select Snapshot you wish to Magnify
2. Right click on Snapshot and click Magnify

Or

1. Select Snapshot you wish to Magnify

2. Click on Action in Tool bar

3. Click on Magnify Snapshot
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ﬂ PC Pandora Viewer

| Tools  ‘Window Help

Magnify Snapshak

Snapshots
o U

. . g Magnify
Or once Snapshot is selected click on the Magnify button

How to use Magnifier Tools:

Once you are in the Magnifier view it also includes some tools. See below for example:

Snapsheot 25 of 43 (4162005 1:27:53 AM)
indows Explorer [Owner)

OJIOCCIOICIO NS 4= I ~

g

This provides the ability to view the snapshots in an automated slideshow format. Copy, save, and delete functions are also provided.

n = Deletes Snapshot
EI = Saves Snapshot

!“ = Hides Magnifier Tools and blue arrow will be displayed in the bottom, right hand corner of your desktop screen. To display Magnifier Tools again, click on the blue
arrow at the bottom, right hand corner of your screen.

: Closes Magnifier view and returns to Snapshots Tab.
(W )
":): Displays the first snapshot in series.

r':): Displays the previous snapshot.

Ij‘:‘): Begins playback (slideshow) mode. Snapshots will automatically be displayed in a series.
:. = Stops slideshow mode

I:\';): Displays the next snapshot.

—
‘)_U: Displays the last snapshot in series
. {3 == Allows you to forward or Rewind to a snapshot.

Important! Remember that the Magnifier is displaying full-screen snapshots of the computer screen. As seen in the example below it is easy to confuse the snapshots for
your actual computer screen. However, in actuality you are viewing a snapshot of activity, not your actual computer screen. Prior to attempting to utilize other programs on

your computer be sure to close the Magnifier by clicking the top right icon .
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How to Copy, Save, Print or Delete Snapshots:

You can Copy, Save, and delete by using the Thumbnails or Details view, then right-click on a Snapshot. These functions are also available in the toolbar menu. You can
also Copy, Save, and delete using the Magnifier tools. Note that Copy from this screen simply copies the actual screenshot, not the data you see in the viewer. You may also

Print snapshots by selecting snapshot and right clicking or by going to File in tool bar menu.

If you are have issues viewing your Snapshot please see our Troubleshooting section.

3.2 Programs

PC Pandora can capture all data related to programs run on the computer so you can see exactly what applications have been used. Captured data includes the date and
time of the activity, how long the program was active, how long the program was focused upon, which user ran the program, the application title, and the window text.

View:

To view Programs recorded click on the Programs tab. The view is broken down into two halves.
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The top half of the view categorizes the activity by date, then by application, then by specific activity. The bottom half of the view provides the specific detail on the activity
based on the category selected in the top half.

The bottom half will display the following columns.

* Time - Displays the time the program was run.

*Recorded - Displays the amount of time that the program the program was active.
*Total - Displays the amount of time that the program was actively in view.

*User - Displays the name of the user that ran the program.
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*Application - Displays the name of the application that was run.
*Window Title - Displays the window title (text in title bar of the application). Document names or sub-screen names are typically displayed here.

How to Copy and Delete Program Data:
To copy or delete select a program event in the bottom half of the screen and then right click on it. These functions are also available in the main toolbar menu under “Edit”.

Note that Copy from this screen simply copies the data you see in the viewer, not the actual program.

3.3 Websites

PC Pandora can capture all website URLs opened on the computer so you can see exactly what sites have been viewed. Captured data includes the date and time of the
activity, which user ran the program, the website title, the page size, and the website URL.
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View:

To view websites recorded click on the Websites tab. The view is broken down into two halves. The top half of the view categorizes the activity by date, then by domain
name, then by specific URL, then by specific webpage. The bottom half of the view provides the specific detail on the URL based on the category selected in the top half.
Once the URL website is selected the bottom will display the following columns.
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*Time - Displays the time the website was open.

eUser - Displays the name of the user that viewed the website.

.Document Title - Displays the window title (text in title bar of the application). Document names or sub-screen names are typically displayed here.

*Size — Indicates the total document size of the webpage viewed.

*URL - Displays the specific URL (web address) that was open. You can double click on the URL and your internet browser will open up the URL (web address) as shown
above.

Go to Website:
You may go the Website recorded by doing the following

1. Select a specific URL in the bottom half of the screen
2. Then right-click the item and click on Go To Website

Or

1. Select a specific URL in the bottom half of the screen.

2 Cl k [‘-; Go o Web Site
. ICK On

button at the top of the page.
You may also open up URL (website address) by going to Action in the Menu tool bar.
Copy and Delete Websites:

To Copy and Delete Website Data select a program event in the bottom half of the screen and then right-click it. These functions are also available in the main toolbar menu
under Edit. Note that Copy Line copies all of the data from this screen that you see in the viewer, and Copy Website Location (URL) copies just the URL from the data.

Block Websites:

You can block access to specific websites by right-clicking on any URL and choosing Add Website to Black List. This will automatically block future visits to that specific
website showing either a generic message or custom error message based on the Parent (Web site access control) Settings you have specified.

3.4 Keystrokes

PC Pandora can capture all keyboard input on the computer so you can see exactly what the user has typed. This is useful to see text entered into an instant message,
email, or other application.

View:

To view Keystrokes recorded click on the Keystrokes tab. The view is broken down into two halves.
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The top half of the view categorizes the keystrokes by date and then by application. The bottom half of the view provides the specific detail on the activity based on the

category selected in the top half.
The bottom half will display the following columns:

*Time - Displays the time that the keystrokes were entered in.
*Recorded - Displays the amount of time that keystrokes were active.
*Total - Displays the amount of time that keystrokes were actively in view.
*User - Displays the name of the user that entered the keystrokes.
*Application - Displays the name of the application that was run.

*Key Presses - Displays the total number of keys that were pressed and logged.
The Magnifier is used to view the actual keystrokes that have been recorded (see below for example). To activate the Magnifier, right-click on a keystroke and select View

A View Keystroke
Keystroke or click on the 41"1 button on the Keystroke toolbar.
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Below are the buttons used in Magnifier:

* Previous/Next: These are used to navigate backwards and forwards through keystroke logs, if applicable.

¢ Print: This is used so that you can Print your keystrokes.

e Delete: This is used so that you can delete keystrokes.

« Close: This closes the view keystrokes screen.

* Show key combinations: This causes the view keystrokes screen to include non-alphanumeric key presses in the display. These include keys such as Enter, CTRL,
Backspace, etc. This allows you to see a complete history of keyboard activity but can sometimes sacrifice readability of documents, emails, and instant message (IM)

conversations.
Copy and Delete Keystrokes:
To copy and delete Keystroke Data select a keystroke event in the bottom half of the screen and then right-click it. These functions are also available in the main toolbar

menu under Edit. Note that Copy from this screen simply copies the data you see in the viewer, not the actual keystrokes. You may also print, delete, and or copy using the
tool bar in the magnifier window.

3.5 Chats

PC Pandora can capture all instant messenger conversations for all of the popular messaging networks. This includes both inbound and outbound messages so you can see
the full and complete instant message conversation.

View:

To view recorded conversation(s) on Instant Messenger click on the Chats tab. The view is broken down into two halves.
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The top half of the view categorizes the conversations by date and instant messaging network and messaging logon name. The bottom half of the view provides the specific
detail on the activity based on the category selected in the top half.

Once a conversation is selected the columns below are displayed:

» Date - Displays the date the messaging conversation occurred. The actual time the conversation occurred is detailed in the specific conversation.

*User - Displays the name of the local user that ran the chat.

* Protocol - Displays the messaging network used such as AIM, ICQ, MSN, Yahoo, etc.

 Local User - Displays the messaging logon name of the user on the computer that you are monitoring.
* Remote User - Displays the messaging logon name of the user that is being communicated with.

» Message - Details the total number of messages contained in the conversation.

e Characters - Details the total number of characters contained in the conversation.

Read Messages:

The Magnifier is used to view the actual messages that have been recorded. To activate the Magnifier right-click a conversation and choose Read Instant Messages, or click
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the J-':')“' N e button on the Instant Messages toolbar.
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Below are the buttons used in Magnifier:

e Previous/Next: These are used to navigate backwards and forwards through instant messages, if applicable.
e Print: This is used so that you can Print your instant message(s).

* Print: This is used so that you can delete instant message(s).

e Close: This closes the view instant messages screen.

Copy and Delete Instant Messenger Data:

You can select text in the Instant Messages screen and then right-click to access menu items such as Copy or Delete. You may also print, delete, and or copy using the tool
bar in the magnifier window.

3.6 User Activity

PC Pandora can capture user activity information. This includes user login names / passwords of PC user accounts, and the different types of events that took place.

View:

To view recorded user activity click on the “User Activity” tab. The view is broken down into two halves.
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The top half of the view categorizes the user activity by date and user login name. The bottom half of the view provides the specific detail on the activity based on the

category selected in the top half.
Once a user name is selected the columns below are displayed:

» Time - Displays the time the event occurred.

« Event - Displays the event that occurred such as Log On / Off, Screen Saver Stopped / Started, System Startup / Shut Down, Locked / Unlocked Workstation, etc.

e User - Displays the user name of the user on the computer that you are monitoring.
e Password - Displays the password of the user(s) you are monitoring. Note, if a Log On event contains no password that is because that user has no Log On password.

E-mail

PC Pandora can capture sent and received emails messages from any locally installed email client such as Microsoft Outlook, Outlook Express, Netscape, Thunderbird, etc.
Note that it currently does not capture send and receive emails from web based email services on this specific tab. For web based email services you need to utilize

Snapshots and Keystrokes logs.

View:

To view recorded send and receive emails, click on the Emails tab. The view is broken down into two halves.
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The top half of the view categorizes the date and email user. The bottom half of the view provides the specific detail on the activity based on the category selected in the top
half.

Once a date or email user is selected the columns below are displayed:

» Date - Displays the date of when the email was sent or received.

e User - Displays the user name of the user on the computer that you are monitoring.
* Direction - Displays the direction of the email such as Sent or Received.

* From - Displays the email address of who sent the email.

 To - Displays the email address of who email address was sent to.

» Subject - Displays the password the subject of the email address.

« Size - Displays the file size of the email.

« Attachment - Displays the number of attachments in email.

e Program - Displays the program (email client) used.

Read Messages:

The Magnifier is used to view the actual email messages that have been recorded. To activate the Magnifier right-click on an email message and choose Read E-mail, or

[ Read E-Mail

click the button on the Email toolbar.
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Below are some of the Magnifiers features:

* Previous/Next: These buttons are used to navigate backwards and forwards through keystroke logs, if applicable.

e Print: This button is used so that you can Print your email message(s).

¢ Print: This button is used so that you can delete email message(s).

« Close: This button closes the View Email screen.

* Email Header: Below the Magnifiers tool bar is the email header, this includes information like From, To, CC, BCC, Date Subject, and any attachments that were include
in the email.

« Attachments: This field will include any attachments that were sent or received with the email. If no attachment(s) are included the drop down list will be blank. Note, that
attachments will be deleted if they are more then the size set in your PC Pandora settings.

* Open: This button is used to open your attachment(s) included in your email. Once you click Open, the message above will be displayed. To view attachment select Yes
button.

e Save as: This button is used to save your email. Once you click Save as, the message above will be displayed. To view attachment select Yes button.

Copy and Delete Emails Data:

You open email magnifier and use the tool bar at the top to Copy, Print, and or Delete email messages. You may also print, delete, and or copy using the tool bar in the
magnifier window.

3.8 P2P

PC Pandora can capture download activity from P2P application such as Kazaa (Kazaa lite, Kazaa etc), EDonkey (Emule, Edonkey, etc), Gnutella (Limewire, Bearshare,
etc), and Multinetwork (Filipipe, Zltrax, etc), and Torrent activity.

file:///H|/PCPandora_5x_HelpSystem.htm (30 of 71)6/6/2008 7:58:31 AM



PC Pandora User Manual
View:

To view recorded P2P activity, click on the P2P tab. The view is broken down into two halves.
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The top half of the view categorizes the date and user. The bottom half of the view provides the specific detail on the activity based on the category selected in the top half.

Once a date or user is selected the columns below are displayed:

e Date - Displays the date of P2P activity
« User - Displays the user name of the user on the computer that you are monitoring.

* Program - Displays the P2P program is used.
» Media - Displays the type of media it tried to download, search, etc such as audio, video, etc.

» Action - Displays the event it tried to attempt such as download, search, etc.
e Text - Displays the text of the media it tried to download, search etc. For example, it they tried to download a file it will displays the file name they attempted to download. If

they were searching for a specific file it will display the text they entered in the Search field.

3.9 Webcam

PC Pandora can capture images from any attached webcam so you can see exactly who is using the computer and what they are physically doing. Note that PC Pandora
cannot capture webcam snapshots if the webcam is in use in another program. This means if a user is having a video chat the webcam will be in use an no webcam
snapshots will take place in PC Pandora. This feature does not record webcam video chats, it only records snapshots using the webcam when it is not in use.

View:

To view Webcam snapshots, click on the Webcam tab. The view is broken down into two halves (See below).
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The left half of the view categorizes the webcam snapshots by date. The right half of the view provides access to the Webcam snapshots based on the date selected in the
left half. To change amount of data recorded for Webcam snapshots please see our Settings section.

You are able to view Webcam snapshots in 3 different ways: Details, Thumbnails, and Magnifier View. Below are descriptions of all three.

Detail View

Detail view provides an Explorer-like view of the Webcam snapshots. This includes Time, User, and Webcam columns. See below for example.
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* How to change to Detail View:

3. Click on Webcam tab ' eticam

—
4. Click on Details & Detls

Or you can also change this by going to View in toolbar, select Snapshot Display Mode and click on Details.

Thumbnail View

Thumbnail view is the default view for Webcam snapshots. It provides the ability to quickly view the Webcam snapshots recorded and choose images you want to view in
closer detail. See below for example:
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* How to change to Thumbnail View:

| -

%

3. Click on Webcam tab #ebcam

4. Click on Thumbnails i Thumbnails

Or you can also change this by going to View in toolbar, select Snapshot Display Mode and click on Thumbnails.

Magnifier View

The Magnifier is used to view the webcam snapshots in full-screen mode. This provides the ability to see all of the detail in the snapshot including typed text that is viewable.
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* How to change to Magnifier View:

There are 3 different ways you can magnify your Webcam snapshots. See below:
3. Double click on the Webcam snapshot you wish to Magnify

Or

3. Select Webcam snapshot you wish to Magnify
4. Right click on Webcam snapshot and click Magnify

4. Select Webcam snapshot you wish to Magnify
Click on Action in Tool bar
Click on Magnify Snapshot

ou
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ﬂ PC Pandora Viewer
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Or once a Webcam snapshot is selected click on the Magnify
How to use Magnifier Tools:

Once you are in the Magnifier view it also includes some tools. See below for example:

Snapsheot 5 of 43 (4162005 1:27:53 AM)
Windows Explorer [Ownier])

WOPOL®® XEH ¢

gt

This provides the ability to view the snapshots in an automated slideshow format. Copy, save, and delete functions are also provided.

x = Deletes Snapshot

El = Saves Snapshot

!“ = Hides Magnifier Tools and blue arrow will be displayed in the bottom, right hand corner of your desktop screen. To display Magnifier Tools again, click on the blue
arrow at the bottom, right hand corner of your screen.

":): Displays the first snapshot in series.

= Closes Magnifier view and returns to Snapshots Tab.

ll.—"
':): Displays the previous snapshot.

L
I\—): Begins playback (slideshow) mode. Snapshots will automatically be displayed in a series.
o= Stops slideshow mode

I\'_.): Displays the next snapshot.

—
'h._']): Displays the last snapshot in series
. {3 == Allows you to forward or Rewind to a snapshot.

How to Copy, Save, Print or Delete Snapshots:

You can Copy, Save, and delete by using the Thumbnails or Details view, then right-click on a Snapshot. These functions are also available in the toolbar menu. You can
also Copy, Save, and delete using the Magnifier tools. Note that Copy from this screen simply copies the actual screenshot, not the data you see in the viewer. You may also
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Print snapshots by selecting snapshot and right clicking or by going to File in tool bar menu.

If you are have issues viewing your Webcam snapshots please see our Troubleshooting section.

3.10File tracking

PC Pandora can capture all data related to files that are created, modified, or deleted on the computer so you can see exactly what data operations are occurring. Captured
data includes the date and time of the activity, which user affected the file, the file action, and the file path (location).

View:

To view File tracking recorded click on the File Tracking tab. The view is broken down into two halves.
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